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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 
U S C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in 
public use or on sale in this country, more than one year prior to the date of application for patent in 
the United States. 

Claims 1-12 are rejected under 35 USC. 102(b) as being anticipated by 
Son et al. (US 2001/0017920 A1). 

Claim 1 & 7 

Son discloses a method and an apparatus of distributing program materials 
received from a broadcast system between a host receiver and a client receiver 
for remote decryption, comprising: 

(a) receiving an encrypted media encryption key at the host receiver ([0028- 
0029]: "when remote server receives a request for transmission of the video 
program from a subscriber... (remote server within a distribution center of video- 
on demand source)., video program is encrypted by a video on-demand source 
to generate an encrypted program in a first encrypted form..") ; 

(b) decrypting the encrypted media encryption key at the host receiver ([0029]: " 
the remote server responds by first decrypting the video program from the first 
encrypted form.."), 
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(c) re-encrypting the decrypted media encryption key at the host receiver using a 
pairing key ([0029]: " the video program is decrypted to the remote server re- 
encrypts the video program into a second encrypted form using a second key"); 

(d) transferring the re-encrypted media encryption key from the host receiver to 
the client receiver ([0031]: host receiver = remote server within the distribution 
center and client receive = subscriber; video program is re-encrypted the re- 
encrypted program in the second encrypted form., distributed to the subscriber"); 

(e) decrypting the re-encrypted media encryption key at the client receiver using 
the pairing key (Figure 5A (510 to 512); 

(f) receiving encrypted program materials from the broadcast system at the host 
receiver (Figure 5A (514)); 

(g) transferring the encrypted program materials from the host receiver to the 
client receiver (Figure 5A (516 to 520)); and 

(h) decrypting the encrypted program materials at the client receiver using the 
decrypted media encryption key (Figure 5A (520)). 

Claim 2 & 8 

Son discloses the method and the apparatus of claim 1 , further comprising 
decrypting the encrypted program materials at the host receiver using the 
decrypted media encryption key ([0029-0030]: "remote sever responds by first 
decrypting the video program from the first encrypted form., using the private 
key"). 
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Claim 3 & 9 

Son discloses the method and the apparatus of claim 1 , further comprising 
receiving the pairing key from the broadcast system at both the host receiver and 
the client receiver ([0029 & 0034]. "pairing keys is from the public key encryption 
system (public/private keys)... remote server decrypts the video program from 
the first encrypted form., a first key is may be used for decryption, such key may 
have been received from the video-on demand source.. "). 

Claim 4 & 10 

Son discloses the method and the apparatus of claim 3, wherein the receiving 
step comprises: receiving the pairing key from the broadcast system at the host 
receiver, wherein the pairing key is encrypted; and decrypting the pairing key at 
the host receiver using a receiver key uniquely associated with the host receiver 
([0029-0034]: first key is may be used for decryption and such key have been 
received from the video on-demand source... video program is decrypted the 
remote server re-encrypts the video program into a second encrypted form using 
a second key... encrypted program in a first encrypted form..") 

Claim 5 & 11 

Son discloses the method and the apparatus of claim 3, wherein the receiving 
step comprises: receiving the pairing key at the client receiver, wherein the 
pairing key is encrypted; and decrypting the pairing key at the client receiver 
using a receiver key uniquely associated with the client receiver ([0039-0042]: " 
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private key transported from source (server); public key is for encrypting and 
private key is for decrypting; video program is encrypted by a video on-demand 
source to generate an encrypted program in a first encrypted form. The 
encrypted program is transported from the video on-demand source to a remote 
server., a key to decrypt the encrypted program., the private key may be 
transported from the source to the server.. "). 

Claim 6 & 12 

Son discloses the method and the apparatus of claim 5, further comprising: 
receiving the pairing key from the broadcast system at the host receiver; and 
transferring the pairing key from the host receiver to the client receiver ([0031- 
0041]: "remote server = host receiver: responds by first decrypting the video 
program from the first encrypted form. After decrypted the remote server re- 
encrypts the video program into a second encrypted form using a second key... 
after being re-encrypted distributed to the subscriber stations., at the subscriber 
stations the multiplexed signal is demultiplexed to isolate the re-encrypted 
program in the second encrypted form the re-encrypted program is decrypted 
form the second encrypted form to generate the unencrypted video program and 
then the video program is display (Figure 5A)"). 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
. as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

This application currently names joint inventors. In considering 
patentability of the claims under 35 U.S.C. 103(a), the examiner presumes that 
the subject matter of the various claims was commonly owned at the time any 
inventions covered therein were made absent any evidence to the contrary. 
Applicant is advised of the obligation under 37 CFR 1 .56 to point out the inventor 
and invention dates of each claim that was not commonly owned at the time a 
later invention was made in order for the examiner to consider the applicability of 
35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) prior art under 35 
U.S.C. 103(a). 

Claims 13-44 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Son et al. (US 2001/0019720 A1) in view of Mas Ribes (US 2006/0179489 
A1). 

Son discloses a method and an apparatus of distributing program 
materials received from a broadcast system between a host receiver and a client 
receiver for remote decryption, comprising: (a) receiving an encrypted media 
encryption key at the host receiver ([0028-0029]: "when remote server receives a 
request for transmission of the video program from a subscriber... (remote server 
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within a distribution center of video-on demand source)., video program is 
encrypted by a video on-demand source to generate an encrypted program in a 
first encrypted form..") ;(b) decrypting the encrypted media encryption key at the 
host receiver ([0029]: " the remote server responds by first decrypting the video 
program from the first encrypted form.."); (c) re-encrypting the decrypted media 
encryption key at the host receiver using a pairing key ([0029]: " the video 
program is decrypted to the remote server re-encrypts the video program into a 
second encrypted form using a second key"); (d) transferring the re-encrypted 
media encryption key from the host receiver to the client receiver ([0031]: host 
receiver = remote server within the distribution center and client receive = 
subscriber; video program is re-encrypted the re-encrypted program in the 
second encrypted form., distributed to the subscriber"); (e) decrypting the re- 
encrypted media encryption key at the client receiver using the pairing key 
(Figure 5A (510 to 512);(f) receiving encrypted program materials from the 
broadcast system at the host receiver (Figure 5A (514)); (g) transferring the 
encrypted program materials from the host receiver to the client receiver (Figure 
5A (516 to 520)); and (h) decrypting the encrypted program materials at the client 
receiver using the decrypted media encryption key (Figure 5A (520)). 

Son doesn't specifically state a method and an apparatus using 
conditional access module associated with the host receiver of distributing 
program materials received from a broadcast system between a host receiver 
and a client receiver for remote decryption. 
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Mas Ribes discloses a method and an apparatus of distributing program 
materials received from a broadcast system between a host receiver and a client 
receiver for remote decryption. 

Regarding claims 13-44, Mas Ribes discloses a multi-layered conditional 
access method for processing a protected digital content between a content 
protector, an intermediate receiver, and final destination means. The method 
comprises: a) encryption by the content protector of a key or keys for accessing 
protected digital content, b) the transmission from the content protector for the 
intermediate receiver of the encrypted key or keys, c) the decryption and re- 
encryption of the key or keys by the intermediate receiver, d) the transmission of 
the re-encrypted key or keys to a final destination device, and e) the decryption 
of the re-encrypted key or keys by the final destination device (Abstract). 
Conditional Access Modules can be smart cards, which act in the system as 
delegates of the content protector within remote system. ([0039]). 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to have a conditional access module for remote decryption between the 
host receiver and client receiver. Since conditional access modules performs 
cryptographic and condition verification operations to protect TV content ([0039], 
Abstract), which Mas Ribes teaches. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
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Maillard (US 7, 191, 335 B1) teaches method and apparatus for encrypted 
transmission. 

Fransdonk (US 6, 961, 858 B2) teaches a method and system to secure 
content for distribution via a network. 

Ezaki (US 7, 035, 827 B2) teaches a content receiving apparatus and 
method, storage medium, and server. 

Viljoen et al (US 2006/0168663 A2) teaches secure transaction protocol. 

Koga, Keiichiro. Security for Information Data Broadcasting System with 
Conditional-Access Control. IEEE: 1995. 

EBU Project Group B/CA. Functional model of a conditional access 
system. EBU Technical Review: 10 June 1995. 



Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Kari L. Schmidt whose telephone number is 
571-270-1385. The examiner can normally be reached on Monday - Friday: 
7:30am - 5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax 
phone number for the organization where this application or proceeding is 
assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786- 
. 91 99 ( I N USA OR CANADA) or 57 1 -272-1 000. S) 



PRIMARY EXAMINER 




Continuation Sheet (PTOL-326) Application No. 10/758,818 



Continuation of Attachment(s) 3). Information Disclosure Statement(s) (PTO/SB/08), Paper No(s)/Mail Date 
:3/20/2007,8/1/2005, 

4/1/2005 2/23//2005,1/16/2004,9/25/2006,5/3/2006,3/3 0/2006,1/12/2006,4/20/2005,1/21/2005,10/1 3/2004.10/1 2/2004. 



2 



